N

Social Media Safety

Presented by:
Division of Capitol Police
www.dcp.virginia.gov

PPTTemplate.net


http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt



http://ppttemplate.net/?utm_source=ppt&utm_medium=logo&utm_term=ppt&utm_content=NNNN&utm_campaign=ppt

What is it?
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Social Media

Social Media is a way to
transmit or share
information with a broad
audience. It’s a system
that disseminates
information ‘to’ others.

Social Networking

Social Networking is an act
of engagement. Groups of
people with common
interests, or like-minds,
associates together on social
networking sites and build
relationships through
community.
Communication is two-way.
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Benefits to Social Media

» Personal Development — Seli=expression
o Staying connected withiiamily and friends

» Networking — Connect withrethers whorshare your:
Same passion, hobbIes, INterest, etc.

e Information Sharing

« Staying up-to-date with organization, clulb activities,
events, etc.

* Job Opportunities

» Business — Advertising, branding, recruitment, customer
Interaction, marketing
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Cons to Social Media

* No Face to Face Connection

» Cyberbullying; &t CrimesiAgainst Children

» Personal Risks'— Fraud, Identity Theft, Stalking
« Computer Security — Hacking, Scams

« Catfish

* Time Consuming

 Invasion of Privacy

» Business — Negative Comments

» Miscommunication

* News vs. "News"




-Social Mea

Did You Know?

BURGLARY

78% OF BURGLARS HAVE

ADMITTED THEY USE FACEBOOK,

TWITTER, FOURSQUARE, AND
GOOGLE STREET VIEW TO
SELECT VICTIMS® PROPERTIES

teens report to have done
at least one of the following
vvith someone they do
F NOT know personally:

mentioned rhe shared their mentioned n = or sharerl
city or town first and the school |0 O their phone
where they hve last names they go to I number [~

..

54% OF BURGLARS SAY THAT
POSTING STATUS AND
WHEREABOUTS ON SOCIAL
MEDIA IS THE MOST COMMON
MISTAKE MADE BY
HOMEOWNERS

YOU’RE

EiireD

1 in 10 young job seekers have lost a job
opportunity because of their social
media profiles. -On Device Research
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Four IViajor Dangers of

Soclal Networking

1. Oversharing Intformation
Profile

Postings

Photos
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Four Major'Dangers of;
Social Networking
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Four Major'Dangersiof
Social Networking

3. Your “Eriend” Is
not who they: really
are.

o (Catfish
o Stalkers



Four Major'Dangersiof

Social Networking

4, Security.

Identity theft
Hackers
Spam &
Phishing

Copyright 2006 by Randy Glasbergen.
www.glasbergen.com

“The identity I stole was a fake!
Boy, you just can’t trust people these days!”



How You and Your Family.
Can Stay Safe While Using
Social Media




How well do you know
the apps and websites
your kids are on?




Popular Types of!App and wWebsites




Popular Types of/App and websites
used by teens

» Self-Destructing/Secret Apps







Tips tor Keeping You and Your

“]
Kids Sate on Social Vedia

yourselt avout Secialtvieadia:




Tips for Keeping You and Your
Kids Safe on'Social'lViedia

2. Establish Guidelines) 8l set-up an account together
« Age limit
e Time limit




5. DIscuss and Understana the [Dangel
Ol SOcIal media.
 Future Impact

)

> Cyberbullying
* Online Predators




1) o | |
[Ips Tor Keeping You and Your
J ol \ J
Kids Sate on Social Viedia

. Vienitor the Computer:

o
»  Check private settings reguiarty.
Security Seiftware




Be Mindful of What You
Do Online
For Adults and Kids







Privacy. Check
Your audience
(Public, Friends,
Only Me, or |
Custom — Certain
Groups)

* PoOsts

* ApPPS

e Profile

Facebook

Your name Home

, Privacy Shortcuts E]

Privacy Checkup

l 89  Whocansee my stuff?

Who can contact me?

How do [ stop someone
from bothering me?

See More Settings or vis

e e e _ —



n Find friends [ef] ') Via Home Find Friends

o® General Privacy Settings and Tools
&3 Security

Who can see my stuff? Who can see your future posts? Friends Edit
[ Privacy
[T Timeline and Tagging Review all your posts and things you're tagged in Use Activity Log
@ Blocking
Limit the audience for posts you've shared with Limit Past Posts

friends of friends or Public?

@ Notifications

Mobile Who can contact me? Who can send you friend requests? Everyone Edit
Followers

Whose messages do | want filtered into my Inbox? Strict Filtering Edit
B Apps
m Ads Who can look me up? Who can look you up using the email address you Everyone Edit
provided?
Payments

@ Support Dashboard Who can look you up using the phone numberyou  Friends Edit
ﬁ Videos provided?
Do you want other search engines to link to your Yes Edit

timeline?

bout CreateAd Create Page Developers Careers Privacy Cookies Terms Help



 Defined Social Media and Social
Networking

* Facts about Social Networking

* Pros and Cons of Social Media

* 4 Dangers of Social Media

» Social Media and Children/Teenagers
 Social Media Safety Tips

* Privacy Settings



Resources

National Crime Prevention Council
Microsoft

Stay Safe Online

Boys and Girls Club of America

Common Sense Media

Social Media Examiner


http://www.ncpc.org/
http://www.microsoft.com/
http://www.staysafeonline.org/
http://www.bgca.org/
http://www.commonsensemedia.org/
http://www.socialmediaexaminer.com/social-media-privacy-settings/
http://www.socialmediaexaminer.com/social-media-privacy-settings/
http://www.socialmediaexaminer.com/social-media-privacy-settings/
http://www.socialmediaexaminer.com/social-media-privacy-settings/
http://www.socialmediaexaminer.com/social-media-privacy-settings/
http://www.socialmediaexaminer.com/social-media-privacy-settings/
http://www.socialmediaexaminer.com/social-media-privacy-settings/
http://www.socialmediaexaminer.com/social-media-privacy-settings/

Questions or

Comments? |

Lieutenant John T. McKee
804-786-2444

jmckee@dcp.virginia.gov

Sergeant Dianne M. Dowdy
804-786-2460

ddowdy@dcp.virginia.gov

Sergeant Chanda N. Cross
804-786-2504
ccross@dcp.virginia.gov
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